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Risk management and the black swan

All systems are vulnerable

Vulnerabilities, their exploitability and the existence 
and prevalence of threats combine with the potential 
of damage to create risks

R = A * V * T
The issue of securing critical systems is that it is 
very difficult to gauge the product of very low 
probabilities times very high potential damage
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A: Critical infrastructure
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T: Quasi-accidental catastrophes
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The power grid...
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T: Financially-motivated attacks
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Targeted attacks for everyone

Source: Symantec Internet 
Security Threat Report 2016
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T: State-sponsored (and hacktivist) actors
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It's not just about the business
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V: no human in the middle
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In the real world...
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V: Complexity of networks
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V: ICS on the Internet 
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What is the Internet of Things

The IoT is the network of physical objects or 
"things" embedded with electronics, software, 

sensors, and network connectivity, which enables 
these objects to collect and exchange data

Enter the Internet of Things
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What is the Internet of Things

Personal things...
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What is the Internet of Things

Home things...
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What is the Internet of Things

Medical things (ouch!)
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What is the Internet of Things

But also industrial things…!
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Welcome to the IoIT (Industrial Things)

Originally-disconnected systems now “opening” to 
the Internet

Critical infrastructure and safety-critical systems

(sometimes) no humans in the middle

→ Influence environment and humans (≠ data security!)
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ICS on the Internet 
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Typical SCADA ecosystem
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Attacks against ICS share some 
characteristics

2014: Steel mill incident
– Spear phishing leads to compromise of corporate network
– Pivot into plant network
– Exploitation phase (compromise network controllers)

23rd December 2015: Ukraine power outage
– Black energy malware
– Spear phishing leads to compromise of corporate network
– BlackEnergy malware steals VPN credentials
– Pivot into plant networks
– Exploitation phase (modification of UPS controller firmware)
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What is the Internet of Things

Example: industrial robots
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From cages...



Stefano Zanero

To cooperation with humans
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What is the Internet of Things

Modern factory
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What is the Internet of Things

Modern robots are meant to be connected
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Factories (and robots) ARE connected

Brand Overall Auth. 
Disabled

eWON 2,800 1,160

Welotec 1 0

Moxa 12,300 2,300

Virtual Access 260 0

Belden 500 0

Westermo 4,000 1,200

NetModule 530 135

Eurotech 0 -

InHand 608 0

Digi 1,200 0

Robustel 2,900 0

Sierra 
Wireless

0 0
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Threat scenarios

1) Production Plant Halting (“up to 20,000$/min”)

2) Production Outcome Alteration

3) Physical Damage

4) Unauthorized Access

And, of course, there is the ransomware scheme, but 
that’s not too interesting in the era of “oh, I could ransom 
that, too!”
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Sometimes, even untargeted attacks...



Stefano Zanero

Sometimes, even untargeted attacks...
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Sometimes, even untargeted attacks...
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1.Username Enumeration (really?)
2.Weak Passwords (you can't be serious)
3.Account Lockout (didn't we figure out this in 1970?)
4.Unencrypted Services (Snowden, anyone?!)
5.Two-factor Authentication (even my bank can do this)
6.Poorly Implemented Encryption (so, if it's not in clear, it's weak…)
7.Update Sent Without Encryption (…)
8.Update Location Writable (yup, why not executing random code?)
9.Denial of Service (on your oven, to burn your cake)
10.Removal of Storage Media (you can't make this stuff up)
11.No Manual Update Mechanism (fine, it's probably autom...)
12.Missing Update Mechanism (… or maybe not) 
13.Firmware Version Display and/or Last Update Date (but in any case 

you don't even know)

OWASP top 13 IoT vulnerabilities...
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1.Username Enumeration (really?)
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Of these, in industrial robots we found...
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Industrial robot research results

The usual vulnerabilities (buffer overflows, command 
injection)

“Outdated” coding practices

Hardcoded credentials (and no real account lockout in 
place)

No encryption (or, worse, placebo cryptography)

Software and updates not signed

No hardening: no privilege separation, nothing

No physical security (physical access == full 
compromise)

Read the full research report at http://robosec.org 
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Industrial routers research results

Information disclosure (way too verbose banners, 
detailed technical material)

Outdated everything (kernel, compilers, libraries, …)

Weak \ known \ static credentials

Poor or misconfigured transport encryption (e.g., VPN 
with static auth keys, pre-generated certs, …)

Insecure web interface (no input sanitization… and even 
security critical code copied straight from blog posts!)

No better than consumer IoT devices!

Read the full research report at http://robosec.org 
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Questions?

Thank you for your 
attention!

You can reach me at 
stefano.zanero@polimi.it

Or just tweet @raistolo


